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Liebe Mitglieder,

die Auseinandersetzung des Wes-
tens mit Putins Russland bestimmt
weiter die auRen- und sicherheits-
politische Tagesordnung. Der G7
Gipfel in Oberbayern vom vergan-
genen Wochenende kam rasch
zur Sache. Was treibt Putin fir ein
Spiel? Warum ziindelt er weiter in
der Ukraine? Was hat er vor?
Selbstkritische Fragen wurden
eher nicht gestellt.

Obama machte die amerikanische
Position deutlich: Die G7-Gruppe
misse sich gemeinsam der "Ag-
gression in der Ukraine" entge-
genstellen. Allerdings — so unter-
strich die deutsche Kanzlerin —
gebe es auch Fragen, bei denen
russische  Unterstitzung  ge-
braucht wird, beispielsweise mit
Blick auf die Verhinderung des
Nuklearprogramms im Iran und
die Beendigung des Burgerkriegs
in Syrien. Dennoch héalt auch sie
eine Ruckkehr Russlands in den
Kreis der G8 derzeit flr nicht mog-
lich. Mit der Annexion der Krim
hatte sich Russland gegen die
gemeinsamen Werte gestellt und
damit eine Barriere errichtet, die
sich nur schwer Uberwinden las-
sen wird. Entsprechend rief EU-
Ratsprasident Donald Tusk die
sieben fuhrenden Industriestaaten
auf, sich geschlossen hinter die
Sanktionspolitik zu stellen.

Wohin diese Ansatze fuhren, wird
man sehen. Bisher hat sich der
Konflikt schleichend ausgeweitet
und mittlerweile in einer Cyber-
Auspréagung moglicherweise auch
den Bundestag erreicht. Nach
Spiegel-Online liegen den deut-
schen Sicherheitsbehdrden inzwi-
schen Indizien vor, die auf eine
Urheberschaft russischer Cyber-
spione hinweisen. Was gibt uns
eigentlich die Gewissheit, dass
der Ukrainekonflikt sich dort be-
grenzen oder gar lésen lasst und
wie gut sind wir hier in Deutsch-
land auf eine weitere Eskalation
vorbereitet — auflen- und wirt-
schaftspolitisch, militdrisch und in
der inneren Sicherheit oder etwa
in der Cybersicherheit?
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Deutschlands sicherheits- und
verteidigungspolitische Rolle st
kein Feld, auf dem sich Politiker,
Soldaten und Kommentatoren An-

erkennung verdienen kdnnten.
Wer bemerkt, dass Soldaten
kriegsnah ausgebildet werden

missen, wird entsorgt. Wer nach
einsatzfahigen Waffen ruft, ist der
Kriegstreiberei und Verschwen-
dung schuldig. Wer Kriegseinsat-
ze flr absehbar oder gar sinnvoll
halt, wird als amerikanischer
Agent denunziert.

Dabei wirde es die Bundeswehr
als eines der bewundernswertes-
ten Produkte des deutschen Neu-
anfangs nach 1945 durchaus ver-
dienen, wenn man sie und die in
ihr dienenden Menschen bei lhrer
schwierigen Aufgabe ernst neh-
men und wirksam unterstiitzen
wirde.

Bei der Ausristung und Austrich-
tung der Bundeswehr liegt Man-
ches im Argen. Die heutigen An-
forderungen unterscheiden sich
von denen der Vergangenheit.
Nach den Regeln der Kunst emp-
fiehlt sich eine Analyse der strate-
gischen Lage - wohl wissend,
dass es ebenso so viele Bilder
von der strategischen Lage gibt
wie Menschen, die sich darlber
strukturierte Gedanken machen.
Aber irgendwo muss man ja an-
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fangen, damit eine professionelle
Debatte in Gang kommt.

Im Folgenden wird aus einem Auf-
riss der strategischen Ausgangs-
bedingungen ein grundlegender
Neuansatz hergeleitet, der we-
sentlich besser fir die Bereitstel-
lung der notwendigen zukunftsori-
entierten Wehrfahigkeiten sorgen
kann als das existierende RUs-
tungswesen.

Strategische Lage, Teil 1:
Russland

Das nach zeitweilig jammerlichen
Jahren des Umbruchs wieder sta-
bilisierte Russland knlpft an tradi-
tionelle sicherheitspolitische Kon-
zepte an und nutzt das Vakuum
an der Peripherie der EU, im
Schwarzmeerraum und im Nahen
Osten, um sich mit einem Glacis
von Gangsterstaaten und -
territorien zu umgeben.

Diese Strategie der kulturellen
Einigelung Russlands dient dem
Machterhalt der Ex-KGB-Eliten,
gegenwartig geleitet von Wladimir
Wiladimirowitsch Putin, die den
Wandel von der moralisch und fi-
nanziell bankrotten Sowjetunion
zum neuen Russland vorgedacht
und inszeniert haben. Sie geht
einher mit einer wohldosiert er-
neuerten Drohkulisse gegeniiber
NATO-Staaten, um Mittel in Euro-
pa zu binden und euro-atlantische
"Weltpolitik" im Krisenraum vom
Mittelmeer nach Ostasien zu
schwéchen.

Strategische Lage, Teil 2:
Kulturkampf

Die radikale, aggressive Abkehr
weiter Teile Europas sowie der
amerikanischen Medieneliten von
traditionell etablierten sittlichen
Werten menschlichen Zusammen-
lebens ist — so alternativios sie
uns selbst aus europaischer Sicht
erscheinen mag - fir die breite
Mehrheit der Menschheit auler-
halb Europas existentiell so be-
fremdlich und abstoRend, dass
von Bewunderung und "soft
power" Europas keine Rede mehr
sein kann.

Kombiniert mit der ostentativen
Arroganz des mitteleuropéischen
Reichtums und der allzu offen-
sichtlichen Aporien unserer vor-
geblichen européischen Vorbild-

rolle - wie z. B. in der menschen-
verachtenden Fluchtlingspolitik -
hat dies weltweit zum einem Ver-
lust des Respekts fir européische
Politik gefiihrt. Wann immer ein
Européer irgendwo zu irgendei-
nem Thema den Mund aufmacht,
wird von Vielen zunéchst ein Auf-
guss bigotten, aufdringlichen Ge-
waschs erwartet - egal ob in Russ-
land, USA, Iran, China, Nigeria
oder lIsrael. Auch einige kleinere
Lander innerhalb der EU haben
schon diese Erfahrung gemacht.

Europa muss sich daher darauf
gefasst machen, sich in einer Po-
sition zunehmender Schwéche
und Isolation dem wachsenden
Hass der AuRenwelt ausgesetzt
zu sehen. Der korperliche Kampf
gegen Europa und das, woflr es
steht, ist zu einem Identifikations-
faktor mannlicher Jugend gewor-
den, insbesondere in islamisch
gepragten Gemeinschaften au-
Rerhalb und innerhalb Europas.

Strategische Lage, Teil 3:
Krieg im Nahen Osten

Im Nahen und Mittleren Osten und
am Horn von Afrika hat ein zumin-
dest DreiRigjahriger Krieg epi-
schen Ausmafles begonnen, der
sich einerseits um das sunnitisch-
schiitische Schisma strukturiert,
andererseits die Vision vom neuen
Kalifat gegen die Realitdt der
Herrscherhauser auf der arabi-
schen Halbinsel, und vor allem
gegen die saudische Kontrolle der
heiligen Statten und des Ols rich-
tet.

Neben diesen propagandistischen
Leitideen geht es - wie in jedem
solchen Krieg aller gegen alle -
vor allem um die Aufstiegschan-
cen, die das erzeugte Chaos den
"Tlchtigen" erdffnet, und um die
Lust an der Macht tber Leben und
Tod.

Dieser vielschichtige, zutiefst ge-
walttatige Konflikt hat bereits zur
Vernichtung des orientalischen
Christentums gefuhrt und wird al-
ler Wahrscheinlichkeit nach zum
wesentlichen bestimmenden Fak-
tor der kommenden Entwicklun-
gen in der Weltwirtschaft und
weltweiten Ristung der nachsten
beiden Jahrzehnte werden.

Die USA hatten in den Jahren von
Prasident Carter bis Prasident
George W. Bush den grof3ange-
legten strategischen Versuch un-
ternommen, die USA als Ord-
nungsmacht in Westasien zu etab-
lieren, um diesem seit den 70er
Jahren erkennbaren Trend entge-
genzuwirken.

Europa ist von dieser zeitweiligen
gemeinsamen Strategie im zwei-
ten Irak-Krieg abgefallen. In der
Folge haben sich die USA auf
Dauer aus dieser exponierten,
kostspieligen Rolle zurtckgezo-
gen und den Kampf um Frieden in
der Region so weitgehend wie
moglich den Akteuren vor Ort
Uberlassen.

Aus europaischer Sicht kann es in
dieser Lage uber schdne Worte
hinaus nur zwei relativ bescheide-
ne Ziele geben: sich gegen schad-
liche Auswirkungen absehbarer
Verzerrungen des Erd6lmarktes
abzusichern und die Anrainer des
Ostlichen Mittelmeers mdglichst
vor Verwistung und Massenmord
zu schitzen, einschliel3lich Israel,
Libanon, Tiirkei und Agypten. Die
fehlgeschlagenen Ansatze zur In-
tervention in Libyen und Syrien
haben jedoch bereits gezeigt,
dass fur letztere Ambition die
Grundvoraussetzungen in jeder
Hinsicht fehlen.

Es bleibt somit die Option, durch
gesteuerte Waffenlieferungen in
die Konfliktregion und in die be-
drohten angrenzenden Lénder die
fir Europa relativ am wenigsten
gefahrlichen Krafte zu starken -
und zugleich auf diese Weise dem
Absterben der européischen Rus-
tungswirtschaft ein wenig entge-
genzuwirken.

Es ist in diesem Zusammenhang
absehbar, dass die arabische Vor-
liebe fur teure Edelwaffen im Stil
des ehemaligen Ost-West-
Wettrlistens in den praktischen
Bedarf an grof3en Mengen billiger
Abnutzungswaffen im Verbund mit
erschwinglicher mobiler elektroni-
scher Vernetzung tibergehen wird.

Begleitend muss sich Europa auf
Jahre der Fluchtlingsrettung und -
aufnahme im Umfang vieler Millio-
nen Menschen vorbereiten.
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Strategische Lage, Teil 4:
Wirtschaftliche und gesell-
schaftliche Stagnation

Der Raubbau der Nachkriegsge-
neration an den Staatsfinanzen
und die langjahrige Unterdriickung
liberaler Innovationskraft zuguns-
ten einer mit wenigen Ausnahmen
ausschlieBlich am Kkarrierebezo-
genen Eigennutz orientierten Ma-
nagementkaste in der GroRindust-
rie mindet in gesamtgesellschaft-
liche Lahmung.

Die "griine" Technologiepolitik der
letzten dreif3ig Jahre hat zwar den
Absatz der Automobilindustrie
durch regulatorischen Zwang ver-
stetigt und der Solar- und Wind-
kraftindustrie zu einem subventi-
onsgetriebenen Boom verholfen,
aber andere Innovation auf breiter
Front verhindert.

Von den Regierungen begeistert
unterstutzt wegen der Chance, die
Besteuerung und Abgabenbelas-
tung von Energie, Verkehr und
anderen umweltrelevanten Fakto-
ren radikal anzuheben, hat diese
Politik die direkten und indirekten
Mobilitats- und Transaktionskos-
ten so stark erhoht, das sich Eu-
ropas enormes Wachstums- und
Integrationspotential ins Negative
gewendet hat.

Deutschland ist zwar noch in der
lllusion des wachsenden Wohl-
stands und der eigenen Exempla-
ritat befangen, ist aber bereits in
eine lange Phase der wirtschaftli-
chen Stagnation und des Nieder-
gangs eingetreten. Wie eine Ge-
neration friher im Fall Japans wird
dies den Abschied von den eige-
nen Uberlegenheitsvorstellungen
erzwingen.

Die extreme Uberalterung der Ge-
sellschaft, das Fehlen wirksamer
Leistungsmotivation fir die weni-
gen verbleibenden Jugendlichen,
die strukturelle Unfahigkeit, Exper-
tise und Erfahrung der Alteren und
der Zuwanderer wirtschaftlich zur
Entfaltung zu bringen, sowie der
im internationalen Vergleich be-
sonders besorgniserregende In-
tegritdtsverfall des deutschen
Bankensektors lassen kaum Hoff-
nung auf Besserung zu.

Anders als Japan geniel3en
Deutschland und seine Nachbar-

lander nicht das Privileg insularer
Distanz. Europa ist ein ver-
gleichsweise offenes Feld fir be-
waffnete Kréfte. Europas Gesell-
schaften sind ein weiches, kaum
schitzbares und gegenwartig so-
gar kaum schutzwilliges Ziel fur
bdse Menschen, die fur sich selbst
Vorteile aus dieser Verletzlichkeit
ziehen wollen.

Strategische Lage, Teil 5:
Rustungsnotstand

Fur die Verteidigung, noch mehr
fur die Riastung, und noch viel
mehr fir die zukunfts- und praxis-
orientierte Rustungsforschung
verheil3t diese absehbare wirt-
schaftliche Misere ohne Wenn und
Aber: Es ist kein Geld da. Die real
existierende Ristungsmaschinerie
ist ein Groschenschlucker, der
ohne stete Zufuhr erheblicher
Geldmengen in Winterstarre fallt
und sich dann plétzlich ins Nichts
auflést. Es geht nicht mehr so wei-
ter bis bisher.

Und das zu einer Zeit, in der so-
wohl das kolumbianische Szenario
territorial ausgreifender Gangster-
banden als auch das biblische
Szenario  religios  verbramter
Mordzige bedrohlich nahe an das
Europa der Gegenwart herange-
rickt sind.

An Stelle der abstrakten und
manchmal etwas weit hergeholten
Bedrohungen der  Ost-West-
Vergangenheit besteht jetzt die
greifbare Gefahr, dass Landesver-
teidigung nach Steinzeitart wieder
notwendig und dringlich wird.
Wenn moglich sollten wir uns aber
bitte in die Lage dazu versetzen,
dieser Gefahr mit geeigneten, un-
steinzeitlich Uberlegenen Mitteln
Zu begegnen.

Ist Deutschland daftr gerustet?
Trotz einer unendlich scheinenden
Kette von "Reformen" ist die Bun-
deswehr in Kern und Wesen noch
immer dieselbe wie in der Zeit des
Ost-West-Antagonismus  geblie-
ben. Die grofen Rustungspro-
gramme, die heute abgearbeitet
werden, reichen noch in jene
langst vergangene Epoche zu-
ruck.

Das deutsche Rulstungswesen
existiert in einer ganz eigenen
Welt der Bestandswahrung, Leise-

treterei, Vetternwirtschaft und ei-
nem ebenso engstirnigen wie
aussichtlosen Insistieren auf nati-
onaler Selbstbehauptung gegen
die vermeintliche Rivalitat anderer
Nationen. Als unléangst nach 30
Jahren gemachlicher Bedenkzeit
endlich die Entscheidung zur Ge-
meinsamkeit mit Frankreich in der
satellitengestutzten Bildaufklarung
fiel, brach sogleich Empérung los,
da Deutschland ja bekanntlich al-
les besser alleine machen kann —
es aber halt nicht tut.

Der traditionelle Geheimschutz im
Rustungssektor hillt Alles in eine
zwar sicherheitspolitisch weitge-
hend sinnentleerte und volkswirt-
schaftlich kontraproduktive, aber
korporatistisch und protektionis-
tisch willkommene Nebelwand ein,
hinter der man wie gewohnt unter
sich bleibt und neue Konkurrenz
gleich gar nicht erst ins Bild ri-
cken kann.

Essentielle Neuerungen wie Ver-
netzung, Fernwirkung und die ent-
scheidende Rolle von exzellent
ausgerusteten und informierten
Kampfern wurden verschlafen o-
der auf die lange Bank gescho-
ben. Die nicht in den bequemen
Konsens loyal einstimmenden
Kopfe wurde abgesagt - natirlich
stets auf die feine, unblutige Art.

Nur ein Neuanfang an Haupt und
Gliedern kann hier helfen. Es fehlt
nicht an Wissen, Kénnen und Wol-
len. Es fehlen Institutionen, die
zeitgemal zielgerichtet handeln
kénnen. Mehr dazu spater.

Strategische Lage, Teil 6:
Bedrohung

Ein islamistischer Napoleon kénn-
te schon heute weitgehend unge-
hindert in das Herz Europas vor-
dringen. Der beste einstweilen
noch partiell wirksame Schutz da-
gegen besteht im Moment aus der
Durchdringung islamistischer Be-
wegungen durch Agenten der inte-
ressierten Regierungen bzw. Ex-
Regierungen der Region, die sich
im Streit oft gegenseitig zu neutra-
lisieren scheinen.

Wenn es zu einer wirklichen is-
lamistischen Massenmobilisierung
durch eine charismatische Per-
soOnlichkeit kommt, kénnen rasch
alle Damme brechen. Alle ande-
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ren sinnvollerweise denkbaren
Bedrohungen der absehbaren Zu-
kunft lassen sich abhalten, wenn
die Fahigkeit zur Abwendung die-
ser militarischen Hauptbedrohung
geschaffen wird.

Neudefinition von Ristung

Der Modus des Ristungsbetriebs
beruht auf der Grundannahme,
dass er separat vom zivilen Tech-
nikbetrieb ganz spezielle Fahigkei-
ten schafft. Dieser Gedanke fiihrt
aber heute in fataler Weise die Ir-
re. Militartechnik ist schon seit
zwei Jahrzehnten nicht mehr Vor-
reiter, sondern hinkt in fast jeder
Hinsicht hinter den zivilen Kon-
summarkten zurtick, gerade in
einstigen  Glanzdoméanen  wie
Elektronik und Materialforschung.

Statt Uberlegene zivile Technik
rasch zu Ubernehmen und die
kurzen Innovationszyklen ziviler
Technik zu nutzen, werden wei-
terhin Rustungsprogramme mit ei-
nem Zeithorizont von 15-30 Jah-
ren bis zur Einfiihrung verfolgt.
Statt die Bugwelle iberkommener,
nicht mehr zeitgemaRer Plattform-
beschaffungen ins Leere laufen zu
lassen, wird sie gemadchlich ab-
gewurstelt, wahrend sich die Sol-
daten im Einsatz einstweilen mit
ihrer mitgebrachten privaten Zivil-
technik ums Uberleben bemiihen.

Es empfiehlt sich, dieses geschei-
terte und perspektiviose Ris-
tungssystem durch ein neues zu
ersetzen, das folgenden Prinzipien
folgt:

e Entwicklung und Erprobung
neuer technischer Mittel mit
mdglichem Wehrbezug sind
sehr wichtige gesamtgesell-
schaftliche Aufgaben.

e Es st nicht die Aufgabe des
Rustungswesens, fir die Sub-
sistenz von Grundlagenfor-
schung und industriellen Struk-
turen bestehender Ristungs-
betriebe zu sorgen.

¢ Im Normalfall wird greifbare zi-
vile Technik genutzt, um milita-
risch taugliche Produkte, Sys-
teme, Infrastrukturen und
Dienstleistungen zu realisieren.

e Rustungsforschung und -
entwicklung ist integraler Be-
standteil der auf unternehmeri-
sche Erfindungs- und Umset-
zungskraft vertrauenden Inno-
vationspolitik, die vor allem be-
stehende Hiirden fiir agile, ko-

operative Innovation aus dem

Weg raumt und staatliche Risi-
koluibernahme in kritischen Pro-
jektphasen auf moglichst unbi-

rokratische Weise anbietet.
Dazu gehort die Bereitstellung

des moglichst kostenguinstigen

und barrierefreien Zugangs zu

technischen Informationen und
zur gemeinsamen Nutzung von

Test- und Zertifizierungsein-
richtungen.

Offentlichkeit und Transparenz
der Rustungsmalnahmen sind

Vorbedingungen fir ihren Er-
folg. Seltene Ausnahmen mag
es geben, wo es um wirklich

kriegsentscheidende Neuerun-

gen geht. Der Schutz von Pa-
tenten und industriellen Ge-
heimnissen ist nicht Aufgabe

der staatlichen Rustungspolitik

und rechtfertigt keinen Ge-
heimschutz-Protektionismus.

Offene Wettbewerbe und eine
Kultur spekulativer Projektin-
vestitionen zur Entdeckung

und Anregung leistungsféhiger
Teams sind zentrale Elemente.
Die Grundannahme muss sein,

dass die wirklich entscheiden-
den Akteure der zukiinftigen
Rustungslandschaft bislang
nicht Teil derselben sind.

MafRnahmen sind in der Regel
auf moglichst rasch und frei
vergebene Vertrage kurzer
Laufzeit und relativ niedrigen
Einzelwertes zu stitzen. Dies

dient dazu:

(0]

Verschwendung durch
Scheitern langlaufender
Projekte bei Ablauf zu ver-
hindern

Verteuerung und Risikoan-
haufung durch veranderte
Anforderungen wahrend der
Laufzeit zu vermeiden

die Notwendigkeit laufender
intrusiver Projektkontrolle
Zu minimieren und zeitrau-
bende Ablenkung von der
eigentlichen technischen
Aufgabe zu vermeiden

Festpreiskontrakte und Vo-
rauszahlungen zu ermdgli-
chen, um neue agile Akteu-
re fr wehrbezogene Inno-
vationsmal3nahmen zu inte-
ressieren und sie dazu wirt-
schaftlich zu beféahigen.

Gleichzeitiges Verfolgen un-
terschiedlicher Losungsan-

satze anzuregen und so zu
einem lebhaften Innovati-
onsmarkt beizutragen, der
einen tragfahigen Aus-
gangspunkt fur rasche Auf-
wuchsfahigkeit im Ernstfall
bereitstellt.

e Malnahmen sind nicht natio-
nal, sondern zumindest EU-
weit angelegt, um auf eine aus-
reichend leistungsféhige, breite
Basis zugreifen zu kénnen, die
sich im Leistungspotential zu-
mindest in Teilaspekten mit
den USA messen kann.

e Dies erfolgt (aulRer in der ei-
gentlichen Beschaffungsphase
von Waffensystemen) nicht auf
der Basis zwischenstaatlicher
Abmachungen, sondern nach
den Regeln des europaischen
Binnenmarkts unter Beachtung
relevanter Begrenzungen
staatlicher Beihilfen.

¢ Das Projektmanagement sollte
moglichst unabhangigen, un-
ternehmerisch agierenden
kleineren Unternehmen Uber-
tragen werden, die im Zusam-
menwirken mit besser ausge-
statteten, aber weniger agilen
Partnern eher fiir greifbare Er-
folge sorgen kbénnen als das
Ubliche Matrixmanagement in
GroRunternehmen, das regel-
mafig an hinderlichen und
schéadlichen internen Fehlallo-
kationen leidet.

Wie eine solche neuartige RUs-
tungspolitik institutionell im deut-
schen o6ffentlichen Dienst veran-
kert werden kann, ist nicht er-
kennbar. Ausbildung und gewohn-
te Verhaltensweisen sind in der
Regel zu weit von den Tugenden
entfernt, die diese Politik verlangt.
Als Ausweg bietet sich eine au-
Rerhalb der staatlichen Hierar-
chieordnung angesiedelte ge-
meinnitzige Struktur aus einem
Bindel thematisch aufgeteilter Ak-
tionszentren fur ristungsrelevante
Innovation an. Diese wird von
temporar rekrutierten Mitarbeitern
betrieben, welche hohe Einsatz-
und Risikobereitschaft und per-
sonliche Verantwortung fur die er-
folgreiche Umsetzung ihrer ge-
stellten Aufgabe bieten und dafir
gut bezahlt werden.

Als zentrales Rekrutierungskriteri-
um sollte gelten, dass vor allem
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jene sich fur diese Aufgabe eig-
nen, denen im bisherigen Ris-
tungsbetrieb sowohl amtsseitig als
auch in der Wirtschaft der Einstieg
verwehrt geblieben wére, weil sie
zwar sehr befahigt sind, aber ihr
Ausbildungs- und Karriereweg
nicht konventionell und geradlinig
genug ist.

Im Verstandnisses von Ristung
als gesamtgesellschaftliche Auf-
gabe ist es Sinn und Zweck dieser
neuen Struktur, quer durch die
deutsche und europdische privat-
wirtschaftliche, wissenschatftlich-
technische und militérische Land-
schaft fruchtbare Verknipfungen
herzustellen und diese wo sinnvoll
gezielt fur praktische Zwecke zu
erméchtigen und zu alimentieren.
Der beschriebene Ansatz wirde
Deutschland in die Lage dazu ver-
setzen, dem neuen "Framework-
Nation"-Konzept der NATO in der
Wehrplanung die nétige Dynamik
zu verschaffen, um den ange-
strebten gemeinschaftlichen Neu-
anfang im Bundnis als innovativer
Vorreiter wirklich mit Leben zu er-
fullen.

Neubestimmung des
Ausristungsbedarfs

Dies ist nicht der Ort, um den tat-
sachlichen Bedarf an Rustungs-
material und —Infrastruktur der néa-
heren und mittleren Zukunft herzu-
leiten. Exemplarisch lassen sich
aber selektiv einige Llicken wie
die folgenden nennen, fir die es
gegenwartig weder eine Heimat
noch ernsthafte Triebkréafte in der

Rustungsmaschinerie gibt:

e leichte bemannte und unbe-
mannte Flugzeuge, die kom-
plett mit Bewaffnung bzw. Aus-
ristung, Vernetzung und Sys-
temunterstiitzung weniger als 5
Millionen Euro pro Stiick kos-
ten, mit Schwerpunkt auf der
Fahigkeit zum Angriff auf Bo-
denziele sowie gesicherte
Uberlegenheit bei der vernetz-
ten Lagebildgewinnung tber
grofRe Raume. Existierende zi-
vile Plastikflugzeuge kdénnten
sich hier fur die RUstungsbasis
der Zukunft als weitaus wichti-
ger erweisen als elend teure
Kampflugzeuge der letzten (o-
der doch wohl eher vorletzten)
Generation.

e eine vervielfachte Anzahl im
harten Einzelkampf geschulter

und laufend trainierter Manner
und Frauen, so gut mit Mobili-
tatselektronik und ausgerustet
und entsprechend ausgebildet,
um im losen Verbund weitrau-
mig vernetzt und flexibel ein-
setzbar zu sein

e gesicherte schnelle Luftbeweg-
lichkeit von Truppen mit Hilfe
einfacher, robuster Luftfahr-
zeuge unterschiedlicher Art
und Gro6lRRe, einschliellich Luft-
landetruppen

o flexibel schaltbare Fernmelde-
und IT-Schnittstellen, um bei
Bedarf alle verfugbaren Kom-
munikations- und Vernet-
zungswege zur Einsatzunter-
stlitzung nutzen zu kdnnen -
egal ob zivil oder militéarisch,
eigen oder fremd

e geeignete, flexible Mittel in
ausreichender Zahl mit opti-
mierten Fahigkeiten gegen un-
konventionelle Gegner zum
Schutz der Seewege und Kis-
ten in den europdischen
Randmeeren (einschliel3lich
maritime Lufthoheit). Dies er-
fordert andere Schiffstypen
und Operationsweisen als bis-
her angenommen.

e Fahigkeit zur "Befestigung" von
Orten und Raumen gegen
feindliche Eindringlinge unter
intelligenter Nutzung neuer
Technologien

e Abwehrfahigkeit gegen relativ
primitive Raketen kurzer und
mittlerer Reichweite.

Zusammenfassung

Um Deutschland im Verbund mit
seinen Verblndeten in EU und
NATO angesichts der erkennba-
ren neuen Bedrohungsformen
wehrféahig zu halten, ist ein umfas-
sender, tiefgreifender Umbruch im
offentlichen und privatwirtschaftli-
chen Rustungswesen erforderlich.
Als bahnbrechende neue Ldsung
bietet sich eine auRerhalb der hie-
rarchischen Zwénge des offentli-
chen Dienstes angesiedelte, the-
matisch verteilte Gruppe gemein-
nitziger Organisationen an, die
unternehmerisch die jeweils beno-
tigten, aus anderen Quellen her-
angezogenen Faktoren zusam-
menspannen, um so effizient wie
maoglich selbstgesteckte Aufgaben
des rustungsbezogenen Ingeni-

eurswesens durch agiles Projekt-
management zu losen.

Eine solche Innovationsagentur
wartet nicht als Bedarfsdecker da-
rauf, bis der Bedarfstrager weil3,
was er wollen sollte, und dies
dann auf ewig festschreibt, ohne
dass er weil3, was sinnvollerweise
geeignet, machbar und erschwing-
lich ist. Vielmehr werden Produkte
und Systemleistungen geschaffen
und angeboten, die dann rasch
verfligbar gemacht werden kon-
nen, wenn sie dringend gebraucht
werden. Angebot und Nachfrage
erhalten somit eine Chance, sich
gegenseitig zu steuern, was als
ein Optimierungsrezept fur Kosten
und Qualitat wohlbekannt ist.

Es ist klar, dass ein solcher Neu-
anfang auch mit Risiken verbun-
den ist. Die zugrundeliegenden
andersartigen Regeln und Werte
mussen sich erst durchsetzen. Es
wird Fehlschlage und Miss-
brauchsversuche geben. Der be-
schriebene Ansatz ist jedoch so
gestaltet, dass dies jeweils frih-
zeitig erkannt und abgestellt wer-
den kann und moglichst wenig
bleibenden Schaden zur Folge hat
— anders als die Fehlentwicklun-
gen im gegenwartigen Rulstungs-
system.

Der Verfasser ist Grindungsmit-
glied der pmg. Er leitet seit 2002
sein eigenes Beratungs- und Pro-
jektmanagementunternehmen
Knowledge & Analysis mit Sitz in
Grol3britannien. Davor war er als
in der Sicherheits- und Strategie-
forschung bei 1ISS, SWP und
DGAP tatig.

Klaus Becher

Klaus Becher ist Grindungsmitglied der pmg.
Er leitet seit 2002 sein eigenes Beratungs- und
Projektmanagementunternehmen Knowledge &
Analysis mit Sitz in GroRRbritannien. Davor war
er in der Sicherheits- und Strategie-forschung
bei 11SS, SWP und DGAP tatig.

Der Beitrag gibt die personliche Auffassung
des Autors wieder.
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THEMEN

Autonomous Warfare
— A Revolution in
Military Affairs

Introduction

The world is on the cusp of an ep-
ochal shift from an industrial to an
information based society and this
is having a fundamental impact on
the way war is conducted and
what technologies are becoming
available to the Military.

The fundamental nature of war
remains immutable. As Carl von
Clausewitz characterized it “war is
essentially an interactive clash or
two-sided due (Zweikampf)l be-
tween independent, hostile, sen-
tient wills dominated by friction,
uncertainty, disorder and highly
nonlinear interactions”. Nothing al-
ters the fact that war is a human
endeavor, with decidedly deadly
consequences for all involved.
New technology does not make
war more clinical, it makes it more
deadly. What technology does do
is to make the battlefield more
complex.

Public debate is heating up over
the future development of lethal
autonomous weapon systems.
Some advocate a complete ban
on any further development, oth-
ers a more gradual development
and evolution of codes of conduct
based on traditional legal and eth-
ical principles governing weapons
and warfare. On the other hand,
there will always be those who will
develop and deploy such future
systems with scant regard of eth-
ics and legality.

Previous Revolutions in Military
Affairs

The systematic study of technolo-
gy’'s’ impact on war is a relatively
new phenomena. The definitive
work is perhaps van Creveld's
“Technology and War: From
2000BC to the Present”. In his
book van Creveld divides military
history into four eras: “Age of
Tools”, “Age of the Machine”, Age
of Systems” and “Age of Automa-
tion”. During the “Age of Tools”,
which lasted until around 1500
AD, most technology was driven
primarily by muscles of humans or

animals. The “Age of the Machine”
was defined by greater profes-
sional skills and the substitution of
firepower mass rather than man-
power mass. In the “Age of Sys-
tems” the emphasis shifted to the
integration of technology (ma-
chines) into complex networks.
This era culminated in World War
2 with the innovative application of
aviation, ground forces and com-
munication technology.

Since 1945 the importance of sys-
tems has taken a great leap for-
ward and has culminated in the
Age of Automatisation. This era
culminated in the Persian Gulf
War, where the United States and
her allies overwhelmed the
world’s fourth largest army in re-
markably short time with insignifi-
cant casualties and loss of equip-
ment. That conflict was dominated
by the use of guided munitions
and unmanned systems. Many of
the deployed system were auto-
mated, but all required human in-
put during at least one stage of
deployment. All the deployed sys-
tems had been around in one form
or another for a good period of
time and were - simply put - fur-
ther developments of legacy sys-
tems. Aircraft used in the conflict
were 4" rather than 3" Genera-
tion, the Main Battle Tanks im-
provements on those developed to
counter the Soviet threat, much as
the Artillery was a refinement of a
similar development dating back
to the 1950s.

The Age of Autonomous
Systems

We are now entering an entirely
new era of Warfare which will be
dominated by unmanned and au-
tonomous systems. Such systems
will replace existing unmanned air,
sea and ground vehicles in all
physical operating domains and
across the full range of military
operations. Such a regime has the
potential to change the concept of
defense strategy and will have a
profound impact on how decision
makers consider decisions about
the use of force. It is sure to trig-
ger debates regarding operational
concepts, the relationship be-
tween offensive and defensive mil-
itary strategies and the ethical and
moral implications of deploying
such systems.

The debate over the use of armed
UAVs continues to dominate dis-
cussions about the future of War-
fare. Only few nations have de-
ployed such systems and many
Governments and political parties
reject the use of such systems on
moral grounds. Future systems
will not only be unmanned, they
will have no human in the decision
making loop at all. It is under-
standable, that the use of auton-
omous UAVs and other systems
such as autonomous land and sea
systems is divisive in the extreme.

The principles of “Just War” are
the basis of ethics and law that
govern armed conflict and they
can accommodate the use of such
autonomous systems currently
under development. Under the
laws of war, appropriate use of
force is judged not only by as-
sessing the results of force, but
also by the proportionality of em-
ploying that force. A UAV might kill
a non-combatant on the battle-
field, which is tragic. However, if
such force had been deemed to
be proportional according to the
situation and threat, the death
would be both morally and legally
acceptable. If autonomous sys-
tems are programmed to act ac-
cording to the laws of war, such
systems pose no new ethical di-
lemma if deployed on the battle-
field.

The Drivers of Autonomous
Systems

The main drivers of this Age of
Autonomous Systems is the
recognition that the dominance
enjoyed by the United States up
until the early 2000s in the area of
high-end sensors, guided weapon-
ry battle networking, cyberspace
systems and stealth technology
has started to erode. The reason
for this development is the shift
from government-directed security
research and development to the
private sector. Companies fo-
cused on producing consumer
goods and business-to-business
services are driving key enabling
technologies such as advanced
computing, big data handling, au-
tonomy, artificial intelligence, min-
iaturization, nano technology and
high density power systems. All
these developments can be ex-
ploited by clients to build increas-
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ingly sophisticated and capable
weapons systems. Some of the
clients are defense companies
outside the US.

A further driver is the continued
development of guided munitions.
Such weapons trace their origin
back to the Second World War
and came in the form of guided
conventional weapons that active-
ly corrected their trajectories after
release. In 1943 German subma-
rines first used passive acoustic
homing torpedoes sinking several
merchant ships in the process. For
the first time such weapons
demonstrated accuracy regardless
of the range and could be fired
beyond the range of the defenders
counter measures. A parallel de-
velopment was the concept of bat-
tle networks as demonstrated in
1940 during the Battle of Britain.
The development of Radar and
the establishment of a rudimentary
command, control and coordina-
tion network took surprise and
chance out of the equation and al-
lowed the outgunned and out-
numbered RAF to effectively
counter German attacks.

Following World War Two the
combination of guided weapons
and battle networks spurred tacti-
cal and technological improve-
ments in all operating domains.
This culminated in the develop-
ment of bombs and missiles with
reliable Global Positioning System
and internal navigating systems
which could be deployed day or
night and in all weather conditions.
During Operation Iragi Freedom
the percentage of guided weapons
rose to nearly 65%of all munitions
expended.

This development has not gone
unnoticed by countries such as
China and Russia. They too have
developed state of the art muni-
tions and systems and are export-
ing these to their client states. At
the same time they are also de-
veloping advanced cyber warfare
tools and counter-stealth technol-
ogies designed specifically to ex-
ploit perceived vulnerabilities in
existing western systems. Such
countermeasures are designed to
cut lines of communication be-
tween operator/controller and
weapon, be it manned or un-

manned. It is this threat which is
leading to the development of au-
tonomous systems.

A driver in the development of au-
tonomous systems which should
not be ignored is demographic
changes in the West which will re-
sult in fewer recruits being availa-
ble to join the armed forces. Ger-
man population, for example, is
set to decline from 82 Million to 75
Million by 2050 and the average
age of the population will be 50.
This trend (fewer and older) has
already had an impact on the cost
of personnel. In the United States
the average pay and benefits for
the armed forces has risen from $
44.200.- in 2001 to $ 81.600.- in
2013 — an increase of 85%. It is
estimated that some 50% of the
total defense budget of the US is
wage related. Clearly the introduc-
tion of autonomous systems will
serve to reduce the proportion of
money spent on employing and
retaining personnel.

The final driver of autonomous
systems is the rapid advance-
ments in computing, big data
management and miniaturization.
The fusion of advanced computing
and data management with sensor
technology has enabled platforms
to become more aware of their
environment and interact with it in
the absence of human control.

Current Autonomous Weapons

Current autonomous weapon sys-
tems have autonomous modes,
and therefore only operate auton-
omously for short periods. They
are also constrained in the tasks
they are used for, the types of tar-
gets they attack and the circum-
stances in which they are used.

The development of the Brimstone
air to ground missile is a good il-
lustration of how autonomous
weapons evolve. Brimstone was
originally designed as a “fire and
forget” weapon against formations
of armored vehicles using a milli-
metric wave active radar homing
seeker to ensure accuracy against
moving targets. Experience in Af-
ghanistan led to the addition of la-
ser guidance thus allowing the
operator to distinguish between
targets in in order to reduce the
possibility of civilian casualties.

Brimstone can be programmed by
the operator to adapt to specific
mission requirements and thus
gives the weapon the ability to dis-
tinguish between targets and to
self-destruct if it is unable to find a
target in the designated area.
Brimstone has an autonomous
target selection capability once re-
leased from the aircraft and has
the capability to determine where
on a target best to impact causing
the most damage.

Brimstone was used extensively
during Operation Ellamy over Lib-
ya in 2011 and currently by the
Royal Air Force over Irag. In all
over 120 missiles were fired over
Libya with a success rate of 98%.
The missile has been tested on a
MQ-9 Reaper, the first time an au-
tonomous weapon has been fired
from a remotely guided platform.

In April 2015 the Office of Naval
Research in Arlington announced
that it had tested its LOCUST UAV

Swarming Technology pro-
gramme. The LOCUST pro-
gramme includes a tube-based

launcher that can launch low-cost
UAVs in rapid succession. The
breakthrough technology then uti-
lizes information-sharing between
the UAVs, enabling autonomous
collaborative behavior in either de-
fensive or offensive missions. The
demonstrations took place in mul-
tiple locations in the spring of
2015 during which up to 9 UAVs
worked together completely au-
tonomously in synchronized flight.
The LOCUST programme uses
three-foot long Coyote drones
made by BAE Systems which are
electrically powered and weigh
around 15 pounds. The UAV has
a cruising speed of 60 knots and a
dash speed of 85 knots and can
operate at altitudes of up to
20.000 feet. The Navy is now
planning a ship-based demonstra-
tion in 2016 using up to 30 swarm-
ing UAVSs.

There are today a wide range of
missile defensive systems which
can be described as operating au-
tonomously. The Phalanx close in
weapon system is in active service
with 25 navies and was first de-
ployed in 1980. The Aegis combat
system was introduced in 1983
and Patriot in 2002. There are fur-
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thermore a number of ground ve-
hicle active protection systems in
operation or under development.
Such systems are designed to de-
tect and intercept missiles, rockets
(RPGs) or artillery rounds before
they impact on the target. Such
systems are out of the loop of hu-
man control given the extremely
short response times required to
neutralize the threat. The SHARK
Active Protection System devel-
oped by Thales and IBD Deisen-
roth Engineering is a good exam-
ple of such systems. A combina-
tion of radar and optronic sensors
detects threats at very short rang-
es and destroys incoming fire by
releasing a pyrotechnical charge.
The incoming round disintegrates
and the remaining energy is ab-
sorbed by the armor of the vehi-
cle. Similar systems have been
developed by KBP Instrument in
Russia, Artis and Raytheon in the
United States and Rafael in Israel.

The Definition Problem

There is no internationally agreed-
upon definition for an autonomous
weapon which complicates the
debate on this topic. From a
common sense perspective, it
makes sense to define an auton-
omous weapon as one that se-
lects and engages targets on its
own, and a semi-autonomous
weapon as one where a human is
selecting the specific targets for
engagement. Given that definition
it becomes clear, that there are
today only very few truly autono-
mous systems in operation. Such
systems are currently defensive
and can be described as being
human-supervised with physical
access to the system if necessary.

It is also becoming apparent, that
the above common sense defini-
tion is not sufficient in setting ex-
actly where the line is between au-
tonomous and semi-autonomous
weapon systems. In order to de-
fine more clearly, a further defini-
tion might sharpen the distinction
between autonomous and semi-
autonomous systems, a human-
supervised autonomous system.
Thus the above described Brim-
stone missile would fall into this
category, as the operator makes a
decision to engage a specific tar-
get or not. In the case of an au-
tonomous system, however, the

operator makes a decision to
launch a weapon to seek out and
destroy a general class of target
over a wide area, but is not taking
a decision about which specific
targets are to be engaged. The
LOCUST project would seem to fit
the definition of a truly autono-
mous system.

Conclusion

Rapid technological advances and
changing threats mean that capa-
bilities that today seem impossible
will come to fruition much sooner
than we realise. Remotely con-
trolled vehicles on ground in the
air or in water will soon be re-
placed by increasingly autono-
mous operating systems. The
Franco-German plans to develop
a “new” MALE-UAV for operation-
al use in around 10 years’ time is
a step in the wrong direction, un-
less such a system can perform its
intended operations in an auton-
omous mode. The current political
view, at least in Germany, is how-
ever to ban autonomy in future
weapons without any clear evi-
dence that such systems are
harmful. In fact, human- super-
vised autonomous systems such
as Brimstone have actually re-
duced civilian casualties in war.
Brimstone was developed precise-
ly with this in mind.

In the heat of battle, technical in-
dicators have, at times, proven
more reliable than human judg-
ment. In 1988, for instance, the
USS Vincennes shot down an Ira-
nian airliner after the crew be-
lieved the aircraft was descending
to attack. In fact, computers on
board accurately indicated it was
ascending to pass-by harmlessly.
In the case of the USS Vincennes
the human operators overrode the
automatic Aegis system and cre-
ated a human and diplomatic dis-
aster.

The incremental development and
deployment of autonomous weap-
on systems is inevitable, and any
attempt at a global ban will be in-
effective in stopping their use by
those states whose acquisition of
such weaponry would be most
dangerous. For this reason, the
United States and some other
Western allies will continue to de-
velop and increasingly deploy au-

tonomous weapon systems. Some
view this emergence of autono-
mous weapon systems as a crisis
for the law and for the ethics of
war. Provided we start now to in-
corporate legal and ethical norms
adapted to weapons that incorpo-
rate emerging technologies of au-
tomation and autonomy, the in-
cremental movement to autono-
mous weapon systems can both
be regulated and made to serve
the ends of law on the battlefield
of the future. Autonomous sys-
tems both in civilian life and on the
battlefield are here to stay, as un-
comfortable that fact might be to
the general public.

Maxim Worcester

Maxim Worcester is Managing Director of
German Business Protection GmbH (GBP), a
Berlin-based security consultancy. He has pre-
viously worked for the Economist Intelligence
Unit, Frankfurter Allgemeine Zeitung, Control
Risks and KPMG.

Opinions expressed in this contribution are
those of the author.

THEMEN

Crisis in Ukraine —
The Emergence of
Hybrid Warfare

1. A Black Swan has emerged

-Europe has never been so pros-
perous, so secure nor so free. The
violence of the first half of the 20th
Century has given way to a period
of peace and stability unprece-
dented in European history.!
These opening sentences of the
European Security Strategy of
2003 have become history. A
black swan has emerged. The cri-
sis in Ukraine has altered the se-
curity status quo. Suddenly, the ri-
valry between East and West is
back.

When on Sunday March 2, 2014,
in the Crimea soldiers without in-
signia — whom Ukrainians referred
to as 'little green men’ — began to
occupy important buildings, includ-
ing barracks and town halls NATO
ambassadors of the 28 Member

! European Security Strategy, Brussels 2003
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States in Brussels would sit for
hours and ask themselves: Who
are these "green men" setting up
roadblocks on the Ukrainian pen-
insula? What is happening to the
Russian military bases? What is
happening in the Crimea? The
smoke disappeared. The “green
men” turned out to be Russian
soldiers.  Vladimir Putin an-
nounced before Parliament in
Moscow the return of the Crimea
to the homeland.

The Russian general staff has
been preparing for Ukraine-type
hybrid operations for years. Long
before the Ukraine crisis there
were manoeuvres in several mili-
tary districts. Particularly the Rus-
sian military's ZAPAD 2013 exer-
cise? involving more than 75,000
troops proved to be a kind of re-
hearsal for parts of the Ukraine
campaign. Consequently, the
Russian military played its well-
orchestrated role.

In Mid February 2015 there were
approx. 15,000 Russian troops on
Ukrainian territory backing up ap-
prox. 30,000 illegally armed for-
mations of separatists in eastern
Ukraine. These units were well
equipped with superior body ar-
mour and body armour piercing
ammunition, which can easily de-
feat normal infantry when com-
bined with night vision and snip-
ers. Artillery and multiple-rocket
launchers utilize advanced muni-
tions, which in combination with
RPV/UAV  target  acquisition
caused 85% of all Ukrainian casu-
alties and can take battalion size
units out of action in one strike.

Russian  modern  overlapping
dense air defence drove opponent
Close Air Support and Attack Heli-
copters off the battlefield, particu-
larly as sophisticated ECM and air
defence suppression was not
available for the Ukrainian troops.
UAVs, drones & RPVs ensure
front-end operational intelligence
and tactical targeting. Electronic
warfare means — including high-
power microwave systems —
jammed not only the communica-

2 pauli Jarvenpaa, Zapad-2013, A View From
Helsinki, Washington, DC August 2014,
www.jamestown.org/uploads/media/Zapad_20
13 View_From_Helsinki_-_Full.pdf (Ac-
cessed: 17 May 2015)

tions and reconnaissance assets
of the Ukrainian armed forces but
to also disabled the surveillance
unmanned aerial vehicles operat-
ed by monitoring teams from the
Organisation for Security and Co-
operation in Europe (OSCE).

Former NATO Secretary General,
Anders Fogh Ramussen sees
Russia engaged in a hybrid war
and has warned that “Russia has
adopted this approach and it is a
mix of very well-known conven-
tional warfare, and new, more so-
phisticated propaganda and disin-
formation campaigns including ef-
forts to influence public opinion
through financial links with political
parties within NATO and engage-
ment in NGO’s...”

Russia's hybrid campaign in the
Ukraine appears to be achieving
Moscow's desired results.* Flood-
ing the region with illegal weap-
ons, using mercenaries to destroy
regional infrastructure, weakening
local economy, blocking state
functions, in particular law en-
forcement, justice, social welfare,
causing a refugee crisis, exploiting
social media & information warfare
and introducing own peace keep-
ing forces proved to be effective.
The core message that has come
along with the hybrid campaign is:
While traditional combat still re-
mains a possibility, it will no longer
be the primary means to victory on
the battlefield of the 21* century.®

2. Hybrid War

“Hybrid warfare has been defined
as a combination of conventional,
irregular, and asymmetric means,
including the persistent manipula-
tion of political and ideological
conflict, and can include the com-
bination of special operations and
conventional military forces; intel-
ligence agents; political provoca-
teurs; media representatives; eco-
nomic intimidation; cyber attacks;

® Damien Sharkov. Russia Engaging in 'Hybrid
War' With Europe, Says Former Nato Chief.
Newsweek. April 15, 2015 8:01 AM ED
www.newsweek.com/2015/04/24/former-nato-
chief-says-europe-hybrid-war-putin-
322293.html

* Reuben F Johnson: Russia's hybrid war in
Ukraine 'is working', - IHS Jane's Defence
Weekly, Kiev, 26 February 2015

® Jordan Bravin. Getting behind Hybrid War-
fare. CICERO Magazine. July 17, 2014. cice-
romagazine.com/essays/getting-behind-hybrid-

and proxies and surrogates, para-
militaries, terrorist, and criminal
elements.” Hybrid war involves
multi-layered efforts designed to
destabilise a functioning state and
polarize its society.

Hybrid war appears vaguely con-
nected. In fact, the pieces are a
part of a whole. It is a war that ap-
pears to be an incomprehensible
sequence of improvisations, dis-
parate actions along various fronts
— humanitarian convoys followed
by conventional war with artillery
and tanks in Eastern Ukraine,
peacekeeping operations in
Transnistria, cyber-attacks in Es-
tonia, vast disinformation cam-
paigns on mass media, seemingly
random forays of heavy bombers
in the North Sea, submarine
games in the Baltic Sea, and so
on. Hybrid tactics reflect an order
behind the spectrum of tools used.
That makes it incumbent upon po-
litical leaders and strategic think-
ers to fit such activities accurately
within the political objectives dis-
cussed by Carl von Clausewitz,
who underlined that war was an
extension of politics by other
means. In thinking through the on-
going hybrid campaigns, it is im-
portant to understand that “hybrid”
refers to the means of war op-
posed to the principles, goals, or
nature.

Clausewitz sees war as a chame-
leon and such a chameleon is hy-
brid war. It is a potent, complex
variation of warfare. What is mak-
ing it so dangerous is the rapidity
with which one can escalate a
conflict in the digital world. Con-
sequently, a broad politico-military
debate has started, whether a new
form of warfare appears to have
been born.

a. The “ISIS” model

When ISIS made its way across
western Iraq, observers described
it as “hybrid warfare”. The same
happened, when Ukrainian rebels
seized control of Crimea and vari-
ous cities throughout south-

® Robert A. Newson, Counter-Unconventional
Warfare Is the Way of the Future. How Can
We Get There? In: Janine Davidson Blogspot:
Defense in Depth. October 23, 2014.
blogs.cfr.org/davidson/2014/10/23/counter-
unconventional-warfare-is-the-way-of-the-
future-how-can-we-get-there/ (Accessed: 17

warfare/

May 2015)
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eastern Ukraine. In the past
months in Europe there has been
a split on which kind of hybrid
challenges to focus on. Within
NATO and the European Union,
Northern members such as the
Baltic States, Poland and German
think with view to hybrid warfare
immediately of the "Russian”
model. Whereas lItalians, French,
Greeks or Spanish see the "ISIS"
model at least as threatening.

A decade ago ISIS emerged as a
small Iragi subgroup of Al Qaeda
specialized in suicide bombings.
Today ISIS has conquered cities
and wide territories in both Syria
and Iraq. The movement draws its
strength from Sunni Arab commu-
nities opposed to the Shiite-led
government in Baghdad and the
regime in Damascus. Former U.S.
defence secretary Chuck Hagel
called ISIS “as sophisticated and
well funded as any group that we
have seen ... beyond anything we
have seen” as it includes former
military officers who can fly heli-
copters, spot artillery, and ma-
noeuvre in battle. ISIS is increas-
ingly a hybrid organization, on the
model of Hezbollah — part terrorist
network, part guerrilla army, part
proto-state.’

In fact, Hezbollah — the mother of
hybrid battle — clearly demonstrat-
ed the ability of non-state actors to
study and deconstruct the vulner-
abilities of Western-style militaries
and devise appropriate counter-
measures in the war with Israel in
2006. Hezbollah effectively fused
militia forces with highly trained
fighters and anti tank guided mis-
sile teams. It mastered the art of
light infantry tactics against heavy
mechanized forces. It even
demonstrated its ability to hit Is-
raeli naval assets. Also during
subsequent operations such as
Operation Cast Lead in 2008 and
Operation Pillar of Defence in
2012, Gaza groups successfully
run a hybrid warfare-type strategy.

With the Syrian Civil War another
hybrid warfare case showed up.
But, not only has the armed oppo-
sition been conducting hybrid con-

7 Steve Coll. In Search of a Strategy. The New
Yorker. September 8, 2014 issue.
www.newyorker.com/magazine/2014/09/08
(Access: 17 May 2015)

cepts. Also the Baathist dictator-
ship has shaped its violent strate-
gy by utilizing a broad spectrum of
hybrid warfare means. A further
scene of hybrid warfare has been
the Sahel region. A key character-
istic of the violent groups in the
Sabhel region is the fluidity of their
leadership and organisational
structures. Interpersonal relation-
ships are holding these groups to-
gether. Particular complex is the
mixed pursuit of the key actors’
political agenda with criminal ac-
tivities. In Somalia, al-shabaab de-
rives a large part of its income
from widespread extortion and
commission on seizures affected
by pirates. In Mauritania and Mali,
the battalion led by Mokhtar Bel-
mokhtar has largely financed its
activities through cigarette, co-
caine and weapons smuggling. In
between, hostage taking has be-
come a lucrative activity.

Particular in the Sahel region hy-
brid war blends the lethality of
state conflict with the fanatical and
protracted fervour of irregular war-
fare. In such conflicts, future ad-
versaries such as states, state-
sponsored groups, or self-funded
actors exploit access to modern
military capabilities, including en-
crypted command systems, man-
portable air-to-surface missiles,
and other modern lethal systems,
as well as promote protracted in-
surgencies that employ ambush-
es, improvised explosive devices
(IEDS), and coercive assassina-
tions. This could include states
blending high-tech capabilities
such as anti satellite weapons with
terrorism and cyber warfare di-
rected against financial targets.
The more non-state actors’ access
to game changer weapons in-
creases, the more likely it is that
hybrid conflicts will spread.

And in fact, ISIS has already ar-
rived at the Mediterranean shores
opposing the European Union. In
Libya between 1,000 and 3,000
militants are now fighting for the
Islamic State cause. The new ISIS
affiliates in Libya are the IS Barqa
Province, IS Fezzan Province and
IS Tripoli. Since the start of 2015,
ISIS has carried out a humber of
attacks and has captured the
Mabruk oilfield south of Sirte. The
militants also beheaded 21 Egyp-

tian Coptic Christians earlier this
year.?

Scott Jasper and Scott Moreland
conclude in their article on the Is-
lamic State® with the observation
that "... the Islamic State is a for-
midable, but not unassailable hy-
brid threat..." and identify six
characteristics of hybrid threats:

. Blended tactics: ISIS forc-
es include traditional military
units as well as smaller, semi-
autonomous cells, combining
both conventional and guerilla
warfare tactics. They possess
a wide array of weaponry, from
improvised explosive devices
(IEDs) and mines to rocket-
propelled grenades (RPGSs),
drones, and chemical weap-
ons.

¢ Flexible and adaptable struc-
ture: ISIS quickly absorbs and
deploys new resources.
Whether new recruits, weapon-
ry, or territory, I1SIS constantly
incorporates new acquisitions
into its strategy and structure.

e Terrorism: Through acts of gro-
tesque and exaggerated vio-
lence, ISIS communicates its
ideology to a wider audience.
The slaughter of Yazida and
Chaldean Christian minorities,
the destruction of religious and
cultural icons such as the tomb
of the prophet Jonah, and the
widely publicized beheadings
of Western aid workers and
journalists all provoke terror
among the Iragi populace and
the world at large.

e Propaganda and information
war: ISIS' social media cam-
paigns highlight clear and care-
ful messaging. Each tweet,
video, and blog post aiming to
glorify and recruit for the ISIS
cause. High quality films in
multiple languages bring the
conflict from the battlefields of
Iraqg to the viewer's screen.
This has clearly contributed to

8 State Department. ISIS capitalizes on Libya
security vacuum, establishes ‘legitimate foot-
hold’. rt. March 21, 2015. rt.com/usa/242809-
isis-threat-libya-security/ (Accessed: 17 May
2R15)

® Scott Jasper and Scott Moreland The Islamic
State is a Hybrid Threat: Why Does That Mat-
ter?

Small Wars Journal. Dec 2 2014. small-
warsjournal.com/printpdf/18345 (Accessed: 17
May 2R15)
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ISIS' success in recruiting of
foreign fighters.

e Criminal activity: ISIS employs
a variety of methods to fund its

endeavours as it boasts a di-
verse investment portfolio:
black market sales of oil,
wheat, and antiquities; ransom
money; and good old-
fashioned extortion. While do-
nations account for a portion of
their funds, I1SIS' criminal en-
terprises ensure that the group
is financially solvent.

o Disreqgard for international law:
ISIS has no respect of humani-
tarian and legal norms. Based
on their extreme interpretations
of Sharia law, ISIS inflicts vio-
lence against women and mi-
norities, including barbaric pun-
ishments such as stoning and
amputations etc.

b. The “Russian” model

The "Russian” model of hybrid war
is different. Three stages have
been identified"’:
e Destabilizing a country via
inspiring domestic conflict;
e Causing state collapse via
ruining economy and de-
stroying infrastructure;
e Replacing local political
leadership with own oper-
atives as “invited saviour”.

At one point during the Ukrainian
crisis, Russia had more than
55,000 troops lined up on the
Ukrainian border. But when it
came to sowing instability in
Ukraine, it was not conventional
forces that were used, but rather
unorthodox and varied techniques.
The Russian military hierarchy has
been remarkably open in describ-
ing how it has been applying hy-
brid warfare in the Ukraine. While
the rebels directly engaged the
Ukrainian army in the Donbass,
the Russian military engaged in
training exercises just inside Rus-
sian territory. These exercises in-
clude the use of space, missile
and nuclear forces, Special Forc-
es and conventional military units,

0 Karber, Dr. Phillip A. Russia’s Hybrid War
Campaign, Implications for Ukraine & Beyond,
Washington CSIS 1o March 2015, fortu-
nascorner.com/wp-

con-
tent/uploads/2015/03/hybridwarfarebrief.pdf

and psychological operations
teams and political operatives. All
branches of Russia military and
security services were pulled in,
as well as the civilian leadership.

It is amazing how well these non-

military instruments of Russia’s

hybrid concept have been brought

to fruition™":

¢ Investments in key sectors of
European economies;

e The use of Russian invest-
ments, trade, and capital to
bribe and influence key eco-
nomic and political elites;

e Buy up media, support anti-
integration and pro-Russian
political parties;

e Arms sales to gain influence
over military decision-making;

e Large-scale intelligence pene-
tration of European organiza-
tions;

e Forging of links between Rus-
sian organized crime and local
criminal elements;

e Establishment of ties among
religious institutions, exploita-
tion of unresolved ethnic ten-
sions and campaigns for “mi-
nority rights”;

e Large-scale supports for Rus-
sian information outlets
abroad;

e And massive coordinated
cyber strikes on selected tar-
gets.

Although the specific features of
Crimea and the Donbass may not
be replicable elsewhere, it be-
comes clear that this repertoire of
instruments allows Russia in gen-
eral enormous flexibility in orches-
trating relentless hybrid attacks.
Russia has learned how to “tailor”
forces and non-military instru-
ments to the requirements of the
theatre or targets, e.g. targeting
British finance in the City of Lon-
don, French arms sales, German
oil, gas, and electricity or Balkan
media.

As the world’s media concentrates
on Russia’s conventional and nu-

1 Stephen Blank. Russia, Hybrid War and the
evolution of Europe. Second Line of Defense.
2015-02-14. www.sldinfo.com/russia-hybrid-
war-and-the-evolution-of-europe/ (Accessed:

(Accessed: 17 May 2015)

17 May 2015)

clear military capabilities, Russia’s
on-going propaganda element of
their ‘Hybrid’ war in order to si-
lence independent voices has re-
ceived less focus. Kremlin con-
trolled radio, television and the
printed press have become domi-
nant players in Russian life as
they greatly shape public opinion
and are used to reinforce resent-
ment of the west. The Sputnik
News Channel, which is used to
spread Russian propaganda, has
begun recruiting Estonian journal-
ists. Russia Today has replaced
the state owned RIA Novosti along
with the Kremlin's international ra-
dio station, Voice of Russia. Rus-
sian media is once again owned
by the state and all communica-
tions are shaped according to
Putin's political agenda through
editors and journalists loyal to the
Kremlin.

Apart from controlling news ser-
vices throughout Russia the Krem-
lin has also recognize the power
of social media to win hearts and
minds of young Russians. VK,
which was originally named VKon-
takte, is the largest Russian social
network and is available in 17 lan-
guages. Launched in 2003, by
2006 it had a revenue in excess of
$ US 121.4 million and by 2012
had over 209 million users. Once
owned by Maluru.org, this popular
social network for users living in
Eastern Europe is now owned and
controlled by the Kremlin. Many of
the account holders who regularly
contribute to these pages are ei-
ther fighting in Ukraine or have re-
cently returned from the conflict.
‘Freedom Fighters’ discuss their
combat experiences in Ukraine
and post graphic images of their
activities. Since the start of the
Proxy war against Ukraine there
has been a dramatic increase in
the number of account holders liv-
ing in Russia.

The Russian controlled media
show Putin as a masculine, ag-
gressive, clear-language, strong
leader. Related imagery, his de-
liberate poses and photo-shoots
can be found on VT, Facebook,
Twitter and other social media
networks and go down well with
his supporters. They go alongside
comments about his strength of
leadership and capabilities of re-
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storing the Russian Empire.

Among the kezy lessons learned to

this point are™*:

e Mixed ethnic societies are par-
ticularly susceptible to mass
and social media manipulation.

e Prior to conflict, subtle eco-
nomic influence and the pro-
motion of corruption serve to
establish leverage as well as
compromise of key politicians
and security organisations.

e Political agents, volunteers and
mercenaries provide a variety
of low visible inserting, sabo-
tage, training and advisory op-
tions.

e Terrorist type techniques in-
clude building seizures, infra-
structure attack, intimidation of
police, cyber disruption, politi-
cal assassination, kidnapping
of children, hostage taking, tor-
ture and mutilation.

e Low-intensity conflicts that es-
calate rapidly to high-intensity
warfare unveil unpreparedness
of police, border guards, secu-
rity units and even SOF teams
to deal with these challenges.

e A variety of subtle and direct
nuclear threats, including nu-
clear alerts and fly-bys reopen
the nuclear debate.

Many elements of the “Russian”
model are not new. Others, i.e. the
use of cyber weapons or the use
of social networks for propaganda
purposes have only become pos-
sible with the Internet. Yet, the
core capability comes from the or-
chestration of all small pieces
within a comprehensive concept.

To understand the “Russian”
model one needs to look both at
the small pieces and at the overall
concept to understand the charac-
ter and magnitude of the aggres-
siveness that has come along with
it. A key to understanding has be-
come the speech held by General
Valery Gerasimov, Chief of the
General Staff of the Russian Fed-
eration at the annual meeting of

12 Karber, Dr. Phillip A. Russia’s Hybrid War
Campaign, Implications for Ukraine & Beyond.
Washington CSIS 1o March 2015, fortu-
nascorner.com/wp-

con-
tent/uploads/2015/03/hybridwarfarebrief.pdf

the Russian Academy of Military
Science in January 2013."

“In the 21% century we have seen
a tendency toward blurring the
lines between the states of war
and peace. Wars are no longer
declared, and, having begun, pro-
ceed according to an unfamiliar
template.

The experience of military conflicts
... confirm that a perfectly thriving
state can, in a matter of months
and even days, be transformed in-
to an area of fierce armed conflict,
become a victim of foreign inter-
vention, and sink into a web of
chaos, humanitarian catastrophe,
and civil war ...

In terms of the scale of casualties
and destruction — the catastrophic
social, economic, and political
consequences — such new-type
conflicts are comparable with the
consequences of any real war.

The very “rules of war” have
changed. The role of non-military
means of achieving political stra-
tegic goals has grown, and, in
many cases, they have exceeded
the power of force of weapons in
their effectiveness.

The focus of applied methods of
conflict has altered in the direction
of the broad use of political, eco-
nomic, informational, humanitarian,
and other non-military measures —
applied in coordination with the
protest potential of the population.

All this is supplemented by military
means of a concealed character,
including carrying out actions of
informational conflict and the ac-
tions of special operations forces.
The open use of forces — often
under the guise of peacekeeping
and crisis regulation — is resorted
to only at a certain stage, primarily
for the achievement of final suc-
cess in the conflict.

These days, together with tradi-
tional devices, nonstandard ones
are being developed. The role of

¥ This is a rather lengthy quote, but very tell-
ing. See Gerasimov, Valery. The Value of Sci-
ence Prediction. In: Military-Industrial Courier.
Moscow. 2013. vpk-
news.ru/sites/default/files/pdf/\VPK_08_476.pd

(Accessed: 17 May 2015)

f (Accessed: 17 May 2015)

mobile, mixed-type groups of forc-
es, acting in a single intelligence-
information space because of the
use of the new possibilities of
command-and-control-systems

has been strengthened. Military
actions are becoming more dy-
namic, active, and fruitful. Tactical
and operational pauses that the
enemy could exploit are disap-
pearing. New information technol-
ogies have enabled significant re-
ductions in the spatial, temporal,
and informational gaps between
forces and control organs. Frontal
engagements of large formations
of forces at the strategic and op-
erational levels are gradually be-
coming a thing of the past. Long-
distance, contactless actions
against the enemy are becoming
the main means of achieving
combat and operational goals.

The defeat of the enemy’s objects
is conducted throughout the entire
depth of his territory. The differ-
ences between strategic, opera-
tional, and tactical levels, as well
as between offensive and defen-
sive operations, are being erased.
The application of high-precision
weaponry is taking on a mass
character. Weapons based on
new physical principals and au-
tomized systems are being actively
incorporated into military activity.

Asymmetrical actions have come
into widespread use, enabling the
nullification of an enemy’s ad-
vantages in armed conflict. Among
such actions are the use of special
operations forces and internal op-
position to create a permanently
operating front through the entire
territory of the enemy state, as
well as informational actions, de-
vices, and means that are con-
stantly being perfected...

Another factor influencing the es-
sence of modern means of ar-
moured conflict is the use of mod-
ern automated complexes of mili-
tary equipment and research in
the area of artificial intelligence.
While today we have flying
drones, tomorrow’s battlefields will
be filled with walking, crawling,
jumping, and flying robots. In the
near future it is possible a fully ro-
botized unit will be created, capa-
ble of independently conducting
military operations.”
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Gerasimov observed that these
methods and such tactics had
been used by the United States
for decades. Now Russia would
fight in the same way. Because of
what Russia perceives as an
asymmetry of military capabilities
and economic strength between
herself and the United States in-
cluding its Western allies, Russia
has to be more aggressive and
smarter than its opponents in
fighting this new kind of war.

3. A chance for NATO and the
EU to work together?

Both Russia and IS are exploiting
the implied division between the
three pillars of NATQO'’s Strategic
Concept — realignment of collec-
tive defence, crisis management
and co-operative security — by de-
stabilising the home political base
of Alliance nations upon which
NATO defence solidarity is found-
ed. NATO and the EU need to
realign initiatives that have not de-
livered to this point such as Smart
Defence, NATO Forces 2020 and
the Connected Forces Initiative.™
Clearly the concept of hybrid war-
fare needs to be studied carefully
and conceptualized. Threats from
both strategic directions ,East"
and ,South” need to be dealt with,
and there may even be a third one
in Asia.

Russia’s actions in and around
Ukraine have reinforced the notion
that the security environment in
Europe is becoming increasingly
unpredictable. The steady decline
of defence budgets appears to
have stopped. In response to the
conflict in Ukraine, NATO member
nations have decided to develop a
set of tools to deter and defend
against adversaries waging hybrid
warfare. Up to now the NATO ap-
proach countering hybrid warfare
has been centred on a rapid mili-
tary response. This approach has
weaknesses that need to be ad-
dressed. For example member
states need to agree on the
source of a conflict. This creates a
significant barrier to prompt rapid
collective action. And even more
important, to counter irregular

% Julian Lindley-French. Hybrid Warfare:
NATO needs a Stoltenberg Doctrine. Blogspot:
lindleyfrench.blogspot.kr/2015/05/hybrid-
warfare-nato-needs-stoltenberg.html (Ac-
cessed: 17 May 2015)

threats, hard power alone is insuf-
ficient.

Consequently, NATO will have to
develop a more flexible policy,
strive to deter or even counter hy-
brid adversaries with a wide range
of instruments. To realize what are
not only the possibilities but also
the limits of respective instruments
of power is an important require-
ment for purposeful and effective
leadership. As the hybrid scenari-
0s cover a hitherto not known
broad spectrum of security chal-
lenges, this highlights the need for
a broad-based approach, using
the full range of hybrid warfare
agents as those applied by the
other side: rapid deployment and
special forces; financial and eco-
nomic measures; defensive and
offensive cyber operations; intelli-
gence operations and police in-
vestigations; Information and so-
cial media campaigns.

As discussed by Russia in its new
doctrine the military instrument per
se plays only a limited role. In-
stead all of the instruments of
power are employed: diplomacy,
information, military, and econom-
ic (DIME). The purpose of using
these instruments in this synchro-
nized way is to pressure, influ-
ence, and destabilize other coun-
tries, i.e. destroying or at least
permanently weakening regimes
that oppose Russian interests.
None of these components is new
to Europe, but its societies are
more vulnerable than ever before
as they are deeply integrated.
Everything is connected to every-
thing else: economy, diplomacy,
finance, military, intelligence,
communications, and cyber
space. And everything can be
damaged or put out of service via
hybrid aggression. It is easy and
cheap to launch for external ag-
gressors, but it is costly for the de-
fenders.

The combination and orchestra-
tion of different actions creates
ambiguity, making an adequate
reaction difficult, especially for
multinational organizations that
operate on the principle of con-
sensus. Undoubtedly, hybrid war-
fare presents NATO with an insti-
tutional challenge. The Alliance
will need to strengthen coopera-

tion within the own organisation,
but also with international organi-
sations, particularly with the EU.
By partnering with the European
Union and expanding its set of in-
struments, the Alliance would be
in a much better situation to suc-
cessfully tackle hybrid threats from
all necessary angles with a wide
range of both political and military
instruments at its disposal. The
NATO Summit in Wales has al-
ready acknowledged the EU as a
strategic partner of the Alliance.
And the common threat of hybrid
warfare within the Euro-Atlantic
area presents a solid opportunity
to develop this partnership.

Obviously we need not just to pay
attention to conventional weapons
and irregular tactics, terrorism and
organized crime, but also to non-
violent actions. These include in-
formation operations, economic,
financial and subversive political
acts. As we look at the scope of
hybrid warfare this clearly affects
the extent to which various gov-
ernment agencies need to get in-
volved and capable of integrated,
networked responses to hybrid
challenges to security. Adapting to
the threat of ‘hybrid warfare’ will
require governments to invest with
view to personnel, training and
equipment as well as to concepts
of operations in a wider array of
capabilities and facilitate the com-
prehensive interaction between
them.

Consequently, the Comprehensive
Approach that already has been
adopted by NATO and the Euro-
pean Union needs to have a cen-
tral role in dealing with hybrid
challenges as it utilizes all the in-
struments of power: diplomacy, in-
formation, military, and economic.
The Comprehensive Approach
provides a perspective that explic-
itly focuses operations on political,
military, economic, social, infra-
structure, and informational effects
by using diplomatic, information,
economic and military actions.

The core military capability within
the Comprehensive Approach is
a superior command and control
process which — based on a net-
work of governmental and non-
governmental expert's knowledge
and instruments of power -
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makes it possible to project na-
tional power at an early stage in
order to achieve a maximum ef-
fect. As a rule, this approach will
employ the means best suited for
attaining an objective.

With hybrid warfare unpredictabil-
ity has become a weapon. Are we
still in peace, or we are already at
war? According to Article 5 of the
NATO treaty all Member States
can trust in a guaranteed assis-
tance. Each potential aggressor
should know: If | attack a country,
then | attack the whole alliance.
There must be no grey area here.
But obviously, grey is the colour of
hybrid warfare. For NATO mem-
bers article 5 marks the threshold
of war, the art of an opponent will
be to operate below this threshold.

In order to respond to hybrid chal-
lenges below the threshold of tra-
ditional collective defence first of
all Early Warning and Situational
Awareness are of key importance.
Given the increasing practice of
Russian “snap exercises,” NATO
and the European Union need to
increase their situational aware-
ness. Allies and willing partners
should continue to work on im-
proving geographical expertise,
updating threat assessments, and
facilitating closer intelligence co-
operation. These assessments
should flow into an easy accessi-
ble knowledge base and should
cover political, economic, and so-
cietal influence of hybrid actors that
may limit independent action and
threaten governmental stability.

Alexander Vershbow, Deputy Sec-
retary General of NATO stated re-
cently: "Hybrid warfare isn't new.
But we have seen it applied in
Ukraine with renewed vigour and
ingenuity. Hybrid warfare mixes
hard and soft power. And so our
response should also be multi-
faceted. NATO and the European
Union each have distinct hard and
soft power tools. Our challenge is
to bring them together so that we
complement each other, and rein-
force the essential measures tak-
en by our member states.”®

5 Alexander Vershbow, ESDP and NATO: bet-
ter cooperation in view of the new security
challenges

Speech by NATO Deputy Secretary General
Ambassador Alexander Vershbow at the Inter-

Steps should be taken to help
build the capacity of other arms of
government, such as interior min-
istries and police forces, to coun-
ter unconventional attacks, includ-
ing propaganda campaigns, cyber
assaults or home-grown separatist
militias. NATO and the European
Union now should develop a
sense of urgency to make DIME
work. By building up pre-crisis ca-
pabilities to deal with hybrid secu-
rity challenges, nations will be bet-
ter able to assign responsibility to
an aggressor nation. Civilian and
military leadership needs to be
better prepared for comprehensive
interagency actions. There is an
obvious need to establish policies
and technologies, procedures and
a common knowledge base with
the ability to practically share data
in a timely manner for integrated
operations and multinational in-
formation sharing.

4. Dealing with “grey” —

the new colour of war

Irregular tactics and protracted
forms of conflict have mostly be
marked as tactics of the weak,
employed by non state actors who
do not have the means to do bet-
ter. Instead of weakness, future
opponents may exploit hybrid op-
portunities because of their effec-
tiveness. As we have seen, unlike
conventional warfare, the “centre
of gravity” in hybrid warfare is
people — a target population. The
adversary tries to influence key
policy- and decision-makers by
combining kinetic operations with
subversive efforts. The aggressor
often resorts to clandestine ac-
tions, to avoid attribution or retri-
bution. Thus hybrid war is subver-
sive. It is warfare particularly dan-
gerous to multi-ethnic societies.
The art of hybrid warfare is not
found on front line manoeuvres
but rather in the grey zones of se-
curity. Grey is the new colour of
war.

It could be observed with ISIS and
Russia that exploitation of modern
information technology has en-
hanced the learning cycle of hy-
brid opponents, improving their
ability to transfer lessons learned

parliamentary Conference on CFSP/CSDP, Ri-
ga, Latvia, 5 March 2015.
www.nato.int/cps/en/natohg/opinions_117919.
htm (Access: 17 May 2015)

and techniques within theatres
and from one theatre to another.
Insurgents have swiftly acquired
and effectively employed tactical
techniques or adapted novel deto-
nation devices found on the Inter-
net or observed from a different
source. To successfully meet hy-
brid challenges will require that
decision-makers and first re-
sponders, societies and media
modify their mind-sets. Success in
hybrid wars requires all political,
military and civil echelons leaders
with decision-making and cogni-
tive skills that enable them to rec-
ognize or quickly adapt to the un-
known. It requires smart leaders
and smart responders with innova-
tive thinking. Organizational learn-
ing and adaptation is of im-
portance, also investment in train-
ing and education. Knowledge
building and situational awareness
need to become focus areas —
knowledge and situational aware-
ness about the different political,
military, economic, social, infra-
structure and information domains
within the relevant theatre of op-
erations.

Generally, networking national,
regional and global knowledge
would provide an ideal base to
effectively deal with hybrid situa-
tions already from the outset. In-
tegrating knowledge-centric ar-
chitectures, organizations and
people would empower innova-
tive learning and leader devel-
opment for complex security co-
operation on a national, regional
and global basis. Networking
knowledge would promote in-
teroperability empowering secu-
rity collaboration with friends and
partners around the globe.

Of course, organisations such as
NATO or the EU need not to start
from scratch. The problem is that
information or knowledge often re-
sides isolated in the heads and of-
fices of internal or even external
subject matter experts. This infor-
mation and knowledge is not
fused, de-conflicted nor shared.
Very often it is not available in an
electronically retrievable format.
Consequently, there is a need to
“connect” or “fuse” existing infor-
mation, and the processes that
are used to develop it, so that de-
cision-makers of all echelons are
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presented with a clear holistic un-
derstanding, as early as possible
in the decision-making process.

A process of permanent knowledge
development would cover the full
spectrum from collection, analysis,
storage and distribution of infor-
mation that helps to contribute to a
common and shared understand-
ing of the operational environ-
ment. This very process needs to
provide political, civilian and mili-
tary decision-makers and their
staffs exactly with the broad scope
of comprehensive understanding
they need with view to complex
hybrid challenges, including the
relationships and interactions be-
tween systems and actors. As hy-
brid conflicts normally have a pre-
history they can principally be rec-
ognized at an early stage and are
— to an extent — predictable. The
crucial problem, however, is the
correct assessment of a multitude
of information and drawing timely
conclusions. Knowledge develop-
ment needs to provide indications
and warning of an emerging hy-
brid security problem.

Networking knowledge would
help organizations to better pre-
pare and operate together
against a wide variety of chal-
lenges. This would strengthen
situational awareness, support
collaborative planning®®, and, in
particular, help to determine the
most appropriate responses. It
would provide more comprehen-
sive and adaptive persg)ectives
based upon shared trust'’ in con-
trast to the compartmentalized
thinking of today. It would sys-
tematically capture knowledge in
ways that support leaders and
organizations to work better to-
gether. It would make knowledge
persistent to organizations and
less reliant on temporary access
to subject matter experts. And in
particular, it would support im-
proved interoperability between
actors across a wide spectrum of

%8 Allied Command Operations Comprehen-
sive Operations Planning Directive COPD.
Available at: publicintelligence.net/nato-
copd/ (Access: 17 May 2015)

Y paul T. Bartone and Albert Sciarretta, Hu-
man Dimension Issues in Distributed and
Virtual Teams. Small Wars Journal. Availa-
ble at: smallwarsjournal.com/jrnl/art/human-
dimension-issues-in-distributed-and-virtual-
teams (Access: 17 May 2015)

tasks wusing agreed-on infor-
mation formats. In sum, such a
dynamic, collaborative federated
network of people, ideas and
processes would make
knowledge actionable in order to
address current and emerging
challenges such as hybrid
threats.

5. Impacts on Asia

Stephan De Spiegeleire and Eline
Chivot have described in their
study about the assertiveness of
Russia and China™ — assertive-
ness, defined broadly as either a
rhetorical or behavioural increase
in the way a country asserts its
power in the international system
— that both powers have displayed
increasing assertiveness over the
past decade, with Chinese asser-
tiveness increasingly more notice-
able than Russian. The study
highlights a rising Chinese power
that is increasingly asserting its
military muscle. Over the past
decade, China appears to have
increased its rhetorical and its fac-
tual assertiveness significantly
more than Russia has. A second
serious finding of the study is that
in both countries factual asser-
tiveness has increased more than
rhetorical assertiveness.

With China’s steep rise in the
share of total Asian defence
spending in the last five years,
and other countries investing
largely in maritime and aerial ca-
pabilities, it is little wonder that
strategists and governments alike
have begun thinking seriously
about how this might play out
amidst the region’s “growing mili-
tarization”. Particularly the Japa-
nese have concerns about ‘grey-
zone’ contingencies with the
Senkaku/Diaoyu Islands as one
concern.” Singapore Minister for
Defence Dr Ng Eng Hen stated
recently”® that in face of hybrid

'8 The Hague Centre for Strategic Studies. As-
sessing Assertions of Assertiveness: The Chi-
nese and Russian Cases. June 2014.
www.hcss.nl/reports/assessing-assertions-of-

warfare the Singapore Armed
Forces must restructure to be
“leaner, more potent and versatile”.

Of course, North Korea should be
mentioned. What could North Ko-
rea learn from the Russian model?
Is there perhaps Russian interest
in developing North Korean hybrid
capabilities? Is it possible that
North Korea will become a close
ally of Russia, perhaps even play-
ing China and Russia against
each other? As Moscow loses
traction with the international
community it aims to antagonise
the U.S. as payback for what it
sees as its meddling in Russia’s
backyard over Ukraine. North Ko-
rea and Russia have already an-
nounced they will be holding joint
military drills later in 2015. Their
growing closeness is a likely sce-
nario. As Russia and North Korea
grow closer, the U.S. and South
Korea will certainly do the same.
This comes on top of South Ko-
rea’s growing need to cope with a
series of emerging hybrid national
security challenges®* such as net-
worked terrorism, accelerating
cyber attacks, securing long-term
energy supplies, and deepening
maritime competition in the Indo-
Pacific oceans. The prospects for
increased hybrid challenges in the
region are considerable. The dan-
ger of unmanageable escalation
has increased.”

In sum, the growing hybrid shape
of security challenges has compli-
cated the security situation on a
global scale.”® Hybrid challenges
have become reality. Hybrid war-
fare will be a defining feature of
the future security environment.
This should widen our perspective
and our interest to cooperate in
particular via adopting our respec-

/www.mindef.gov.sg/imindef/press_room/offici
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21 |_ee Chung Min. South Korea’s Strategic
Thinking on North Korea and Beyond. The
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assertiveness-the-chinese-and-russian-
cases/145/ (Access: 17 May 2015)

¥ Praghanth Parameswaran. Are We Prepared
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13, 2015, thediplomat.com/2015/02/are-we-
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tive security concepts and instru-
ments of power and via network-
ing global knowledge of relevance
to meeting hybrid threats.

Ralph Thiele
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